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ABSTRACT

Manual approaches rely on the abilities and knowledge of individual human
administrators to detect, analyze, and interpret attacks. Intrusion Detection
Systems (IDS) are systems that can automatically detect and warn the
appropriate persons when an attack occurs. Despite the fact that individual
attacks can be useful, they are frequently insufficient for understanding the
entire attacking process, as well as the attackers' talents and objectives. The
attacking stage is usually merely a component of a larger infiltration process,
during which attackers gather information and set up the proper conditions
before launching an attack, after which they clear log records in order to
conceal their footprints and disappear. In today's assault scenarios, the pre-
definition of cause-and-effect links between events is required, which is a
tough and time-consuming task that takes considerable effort. Our technique
for creating attack scenarios is based on the linking nature of web pages, and
it does not require the pre-definition of cause and effect links, as demonstrated
in previous work. Constructed situations are displayed in spatial and
temporal coordinate systems to make viewing and analyzing them more
convenient. In addition, we develop a prototype implementation of the
concept, which we utilize to test a number of assault scenario scenarios.
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INTRODUCTION

Despite the fact that traditional Intrusion Detection Systems (IDSs) may identify individual
assaults and notify the proper parties in a short period of time, they usually lack the ability
to synthesize and present connected attacks (or related events) to human users in a user-
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friendly fashion. We believe that monitoring individual attacks does not aid in the
comprehension of the overall attack process by responsible individuals. This comprehensive
picture includes not only the attack phase, but also the data collecting and preparation
operations that take place prior to the assault phase, as well as the exploitation and identity
masking processes that take place after the attack phase (Bynagari, 2018; Bynagari &
Fadziso, 2018). As a result, security administrators require a tool that provides them with a
comprehensive view of the situation. Because of this technology, security administrators are
able to monitor the entire incursion process and gain insight into the attackers' objectives,
plans, and talents. This knowledge is critical not only for launching a counterattack as early
as possible, but also for effectively planning future defense measures.

Two challenges must be overcome in order to forward with the development of the tool
indicated above. The first step is figuring out how to group together occurrences that are
associated with a given assault type. The second challenge is figuring out how to present these
occurrences in a natural and understandable way. The first difficulty is referred to as "attack
scenario construction," while the second problem is referred to as "attack scenario
visualization" in this work. Although some research has employed information visualization
methodologies to depict assault scenarios, the vast majority of studies have concentrated on
portraying each attack individually. To put it another way, despite the fact that the attacks are
displayed at the same time and on the same screen, there is usually no information about the
linkages to the assaults displayed on the screen (and other relevant events). Furthermore, to
the best of our knowledge, no documented work on attack scenario visualization for web
applications has been made available. Therefore, we believe that the contributions of this work
will provide some early viewpoints and conceptions on which future research may be based,
which will be useful for future research. For the purpose of making our work more persuasive,
we also develop a prototype implementation that serves to demonstrate our concept and
allows us to experiment with a variety of assault situations. The results of the study indicate
that our approach is capable of revealing information that would be difficult to discover using
a conventional web application intrusion detection system.

Extensive research has been done on the topic of designing attack scenarios by network
security experts in the past. Based on cause-and-effect correlations, previous studies have
recommended strategies for developing assault scenarios. This study tested those methods.
As a result, they specify some requirements (known as pre-conditions) that must be met in
order for a specific attack to be valid, and they presume that if the attack is successful, it will
also result in the fulfillment of some further requirements (known as consequences). These
efforts resulted in attack scenarios, which are a collection of independent but connected
events that occur in a specific order. In order to use these systems, managers must first
define the cause and effect relationships between events in advance, which is a complex and
time-consuming process. This article, on the other hand, is concerned with the security of
web applications, and as a result, we are able to exploit the linking nature of web pages in
order to provide an attack scenario generation technique that does not require the pre-
definition of cause and effect linkages by a human user.

This paper attempted to address the following issues:

. To provide a technique for displaying attack scenarios to security administrators that
blends information visualization with user involvement.

*  Develop a mechanism for generating cyberattack scenarios that take advantage of
website linking in order to demonstrate your understanding.
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Information system attacks can be classified into three groups based on the level of human
engagement required by the security administrator: automated, manual, and semi-
automatic. Automatic approaches require no human interaction at all. Automatic solutions
do not necessitate the involvement of human operators on a regular basis, and their outputs
are typically straightforward, such as the generation of warnings when something unusual
is detected. To determine whether or not warnings are real, as well as their sources and
repercussions, it is up to security managers to conduct thorough investigations. Snort
(Rosech, 1999) and Bro (Rosech, 1999) are two popular tools in this category (Paxson, 1999).
Because it involves the least amount of human intervention, the automatic technique has
the greatest number of advantages over manual procedures. Administrators, on the other
hand, are unable to distinguish between the forest and the trees because the method's output
is straightforward.

Those strategies that employ a manual approach, on the other hand, rely on the talents and
experience of particular human administrators in order to recognize, analyze, and interpret
offensive actions. In addition to being extremely limited, this method needs a significant
amount of human labor. Furthermore, because the effectiveness of this method is based on
the performance of the administrators, it is not considered a major research topic in the field.

Those techniques that employ a manual approach, on the other hand, rely on the talents and
experience of particular human administrators in order to identify, analyze, and interpret
threats and attacks. In addition to being extremely limited, this method needs a significant
amount of human labor. Furthermore, because the effectiveness of this method is based on
the performance of the administrators, it is not considered a major research topic in the field.
Semi-automatic solutions function in the middle of the data processing spectrum,
conducting some initial data processing, presenting the results to humans (typically in
visual form), eliciting their reactions, and then repeating the entire data processing cycle.
Here, the most important point to note is that the human user is considered to be a
significant component of this strategy. Because administrators must interact with systems
in order to receive the results they seek, this technique assists administrators in better
understanding the security events that occur in their environments. As an alternative to
individual warnings, the findings from automatic intrusion detection systems are
sometimes used as part of the input to these semiautomatic systems and processed to
provide a high-level representation of the overall security state (Livnat et al., 2005; Nkhoma
and Dang, 2013).

Some studies in the field of network security propose the use of correlation algorithms on
intrusion alerts in order to aggregate them in a meaningful manner in order to give
managers a more comprehensive view of the security condition of their networks. One of
the primary benefits of alerts correlation is that it reduces the amount of time spent
examining alerts by condensing a large number of separate warnings into a smaller number
of connected alerts, allowing administrators to evaluate these alerts at a more in-depth level
as a result. Another advantage is that it provides administrators with a more
understandable big picture by grouping warnings together in a logical way. According to
Debar and Wespi (2001), some associations between alerts are generally established in
advance and based on these relationships, alerts are grouped together in a logical manner.
In a separate study, Ning et al. utilize the terms "prerequisites" and "consequences" to bind
alerts together (Ning et al., 2002). When we talk about "prerequisites” and "consequences,"
we're talking about the conditions that must be satisfied in order for an attack to succeed,
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and we're talking about the different results of a successful assault when we talk about
"consequences." Visual directed graphs are used by the authors to present the correlation
data in a more understandable manner than previously. According to the correlation
techniques employed by Debar and Wespi (2001) and Ning et al. (2001), security
administrators must establish the criteria that will be utilized to aggregate alerts in advance
(2002). It is difficult and time-consuming to fulfill the demand for medium- to large-scale
information system implementations. Furthermore, when changes occur in the monitored
system, it is necessary to update the rules in place.

Clickstream analysis is a study field that is similar to ours in that it visualizes customers'
online actions in a similar way to what we do. The primary difference between our work
and that of the rest of this study field is that ours is concerned with security occurrences,
whereas the other's is concerned with regular user behaviors. For webmasters of e-
commerce sites, clickstream analysis is now a helpful tool to have on hand. In order to
understand more about their website visitors, merchants use cookies to collect information
such as where they came from, how they used the site, which pages they exited on, which
sites they decided to buy goods from, and so on. Clickstream is often presented in visual
style and allows users to communicate with the website's administrator. Lee et al. (2015)
propose two visualization approaches for clickstream analysis: the parallel coordinate
graph and the starfield graph. For example, the parallel coordinate is used to represent the
sequence of user actions on a website such as searching for something on a website, clicking
on something, purchasing something, and so on. It also shows the number of people that
have dropped out as a result of each action taken. The performance of products is shown by
a starfield graph, which shows how many times they have been viewed and how many
times they have been clicked after they have been viewed. According to Kawamoto and Itoh
(2010), another research aims to integrate and display users' access patterns with existing
website link structures in order to obtain a better knowledge of users' behaviors. Google
Analytics and Web trends are two examples of commerce solutions that may be found on
the internet.

This component collects information on users' actions and behaviors from a number of
sources, including the Internet. For each request, information such as the time of access, the
URI of the accessible page, the IP address, the user agent, and the query string should be
logged. The data it collects from a web application IDS and an Apache web server access
log file is all that is included in the current prototype version. We intend to expand the
number of input sources available in future editions. Immediately following the gathering
of data, a preprocessing step is carried out in order to ensure that all of the data is
standardized and structured in the same way throughout. As an added bonus, because the
obtained data is scattered over several databases, this preprocessing component gathers it
all into a single database for subsequent extraction and processing (Manavalan & Donepudi,
2016).

For the purpose of creating attack scenarios, this component brings together data from a
number of sources. The two input sources in this prototype are HTTP requests to an Apache
server and warnings given by a web application intrusion detection system. Generally, we
presume that a security administrator is more interested in alerts than in regular requests.
It produces two lists: a pre-events list and a post-events list, both of which are based on a
certain alert and some user input criteria, respectively. Specifically, the pre-events list
comprises events that occur before the given alert (for example, HTTP requests and IDS
alarms), whereas the post-events list contains events that occur after the provided alert (for
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example, HTTP requests). When events are divided into pre-events and post-events lists,
administrators can have a better understanding of the attack's preparation phase (which
contains pre-events data) and consequence phase (which contains post-events data) for a
specific attack than they could otherwise. Sessions reconstruction (Spiliopoulou et al., 2003),
which can be found in the online usage mining study area, is similar to the compilation of
pre-events and post-events lists (which can be found in the online usage mining study area).
Both of them are attempting to build a list of related events from a single event. Neither of
them has succeeded. In contrast to the session reconstruction task, there is a key difference
between our work and that of the session reconstruction task: in the session reconstruction
task, users' actions are believed to be normal, but in our work, they are thought to be
aberrant.

This assumption leads to the obvious conclusion that users in our scenario would go to great
lengths to disguise their traces, making the building of attack scenarios more challenging
than session reconstruction. Even in the case of the problem of session reconstruction, it has
been noted that there are certain difficulties in overcoming the obstacles that arise
(Srivastava et al., 2000). In order to overcome these difficulties, we do not use pre-defined
rules and parameter values to build attack scenarios, but rather delegate this responsibility
to security managers. This has two advantages: first, the administrator is the one who is
most familiar with her system, and second, she will get valuable experience by tweaking
these settings herself.

In this component, system administrators can interact with the system as well as modify the
way scenario development and visualization are carried out. A second panel containing
input elements can be used by administrators to modify the way the scenario building
process is carried out. A common example is the ability of administrators to modify a
threshold that governs the relatedness of two events in terms of time (Manavalan &
Bynagari, 2015; Manavalan, 2016; Manavalan & Donepudi, 2016; Amin & Manavalan, 2017).
On the primary visual interface, we immediately incorporate mouse actions such as
hovering, selecting, and so on to allow administrators to interact with the scenario
visualization. If an administrator clicks on a page, he or she can obtain extra particular
information about it that isn't provided by default, such as the number of times it has been
accessed by different users. How many warnings are generated on that particular page?

RESULTS AND DiSCUSSION
A manual attack by a human is launched.

A human security specialist has been asked to analyze and attack the target web application
on a computerized network. In this case, we utilize different values for the parameters used
in the development of the attack scenario since it is apparent that the time between requests
would be larger when the requests are done by a human user than when they are not. This
implies that our technique is rather effective at distinguishing between attacks carried out
by automated programs and attacks carried out by human users. Although we believe it is
capable of distinguishing between attacks by professional hackers and assaults by beginner
hackers, we have certain doubts about it.

Designing Visualizations

The major aim of the visualization component is to ensure that attack scenarios are correctly
displayed to security administrators. When an assault (for example, an alarm issued by a
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web application intrusion detection system) is selected, the events connected with that
attack are captured. When a legitimate attack takes place, it is usually followed by a number
of other dubious occurrences. When it comes to false assaults, on the other hand, they are
more likely to occur spontaneously. We think (but do not have proof) that it is feasible to
distinguish between fictitious and legitimate attacks by considering attacks and associated
events in the same context. The primary goal of our visualization in this project is to
represent how an assault scenario evolves through time (when the sequence of events takes
place) and space (where the attack happens) (where the chain of events accesses to).
Understanding what happens before and after an attack is launched (events in the
preparation phase) by visualizing attack scenarios in space and time coordinate systems
may be extremely beneficial to security administrators (events in consequence phase). As a
result, administrators may get valuable information about an attacker's attacking process,
such as what she does to prepare for an attack, what she does if the attack is successful, and
how she cleans up after herself. Space-time visualization systems include two major visual
areas, which we use to view assault situations. The time-oriented coordinate systems area
and the space-oriented coordinate systems area are the two key visual areas we use to
visualize assault scenarios (Fadziso & Manavalan, 2017; Manavalan, 2018).

System of Coordinates Oriented in Time

Whenever an event occurs, it is represented as a circle, with the center specified by the
timestamp of the event's occurrence. Events that occur near together are combined into a
single larger event in order to reduce the amount of clutter. In an event circle, the size of the
circle is determined by the number of elementary events (i.e., events that are recorded in a
single entry of the web server log or in a single IDS record) that are included inside it. The
intensity of the influence that each event circle has on the web application is indicated by
the color of the circle surrounding the event. In our application, the severity is determined
by the number of alerts that have been generated in the event circle. This coordinate system
enables security administrators to follow the evolution of an attack scenario over time using
a variety of different sensors.

System of Coordinates Oriented in Space

When events access a common URI, this coordinate system is utilized to arrange them into
a hierarchical structure. When comparing different pages, the aim is to illustrate how many
events occur on each page and which pages attract the most attention from attackers in
contrast to other sites. The size of each page is defined by the number of events that occur
on it, and the color of each page is determined by the severity of the impact it has on the
web application, in a manner similar to the time oriented coordinate system (Bynagari, 2016;
Bynagari, 2017). On top of that, we classify pages according to their levels, which are defined
as the minimum number of links required to reach the selected alert page from that specific
page for pre-events pages, and the minimum number of links required to reach the selected
alert page from that specific page for post-events pages.

CONCLUSION

As part of this research, we designed and implemented a mechanism for creating web
application scenarios and visualizing them to aid security administrators in better
understanding infiltration processes on their systems. To the contrary of previous work on
the development of attack scenarios, our study takes advantage of the time restrictions
between related web requests, in addition to the space constraints (linking relationships)
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between pages on web applications, to build attack scenarios for web applications. This
means that it does not need the manual specification of cause and effect links in advance, as
is the case with certain alternative methods. Administrators must first grasp the process by
which intrusions occur on their systems before they can appreciate the consequences of
those incursions. To the contrary of previous work on the development of attack scenarios,
our study takes advantage of the time restrictions between related web requests, in addition
to the space constraints (linking relationships) between pages on web applications, to build
attack scenarios for web applications. This means that it does not need the manual
specification of cause and effect links in advance, as is the case with certain alternative
methods. Especially in big online systems, this feature aids security administrators in
significantly lowering their workload. It is the ability to display not just individual assaults
or warnings, but also associated chains of events in a holistic way that is the most valuable
feature of our method for security administrators. Event coordinates are assigned in this
manner, based on the time (date) and the location (URL) at which the event takes place.

Following a specified alert in the attack scenario under design, we classify events into
prevents (events that take place before the event that causes the selected alert) and post-
events (events that occur after the event that causes the selected alert) (events happen after
the event that raises the selected alert). Preparatory processes (pre-events) and cleaning
procedures (post-events) will be more effective, we feel, if security managers have a clear
understanding of what constitutes each (post events). The findings of our studies indicate
the usefulness of our methodology in helping security administrators better comprehend
web application threats. When we look at the visualization findings, we may acquire some
insight into the attack tactics used by different tools and persons, which is tough to achieve
through traditional approaches. Accordingly, we believe our proposed approach is a
valuable addition to existing web application intrusion detection systems in that it offers
security administrators with realistic attack scenarios based on individual assaults
identified by other IDSs. As a result of learning from various assault scenarios,
administrators may have a greater knowledge of the entire attack process. It is consequently
possible to utilize this information both now and in the future to not just counter-attack, but
also to develop defense strategies.

It is true that this attempt does not solve all of the constraints. In the first place, there are the
tests in which we use automated tools and ask an expert to generate HTTP requests in order
to attack a test web site. Each one of them has an air of fakery about it, and as such, it makes
them appear untrustworthy in comparison with real-life circumstances. In order to
circumvent this restriction, we want to put up a honey pot to attract genuine attackers from
the Internet, which will give more realistic data for future research. Another issue is that
certain feedback and assessments from real individuals who may use our prototype in their
everyday job, such as security administrators, are lacking from our prototype. Their
evaluation of our work will include its usability and usefulness. It is possible to use
alternative ways to assess our work, but doing so will need a significant amount of
additional effort (Plaisant, 2004). This work may be expanded in a second way by directly
integrating other data into the visualization space, such as alert kind, severity, HTTP
response code, and so on. This would be a significant step forward (currently they are
displayed on demand via user interactions, i.e. mouse clicking). The amount of time spent
studying data may be reduced, allowing administrators to gain more time and get fresh
perspectives on their data. The use of animation to repeat attack scenarios (together with
suitable time scaling methods to minimize or increase the amount of time spent viewing) is
the third approach that might be used to further develop this study. It is our hope that by
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adding animation into this tool, we would be able to provide more accurate information
about assault scenarios to users. In addition, we feel that animating makes it more pleasant
for administrators to collaborate with.
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